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Appl. e cannot model socket APl with ordinary HOL functions

e make interaction explicit in HOL

probabilistic interactive values

e cryptography requires a good source of randomness

e combine resumption with reader monad over coin flips
e ensures that randomness is used at most once

e add monad structure and setup for partial-function
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Semantics and compilation of interactive values

Trace semantics
codatatype (o, ¢) trace = [|(q option) | TCons ¢ ((a, ) trace)
traces Fail = {[Inone }

traces (Pure x) = {[]some x }
traces (10 0t ©) = Uyt reuponses oue TCONS (out, in) " traces (c in)

Compilation via an interpreter into the IO monad

typedecl & consts stdin-impl string 10
typedef o 10 =2 @ —-ax @ stdout-impl :: string = unit 10
interp Stdln = stdin-impl ~ >= return o Receive

interp (StdOut s) = stdout-impl s > return Ack

interp-resumption Fail = fail-with-exception

interp-resumption (Pure x) = return x

interp-resumption (10 out ¢) = interp out >= (interp-resumption o c)
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Semantics and compilation of interactive values

Trace semantics
codatatype (o, ¢) trace = [|(q option) | TCons ¢ ((a, ) trace)
traces Fail = {[Inone }
traces (Pure x) = {[]some x }

traces (10 0ut €) = Uy .t responses oue TCONS (0ut, in) * traces (c in)
Compilation via an interpreter into the IO monad

typedecl & consts stdin-impl string 10
typedef o 10 =2 @ —-ax @ stdout-impl :: string = unit 10

Interpreter separates execution and proving
© Application-specific models of the environment possible
© Efficient: interactions are interpreted, computation is native
© Generated code is hardly readable
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Foreign function interface

Import and re-use library functions

1. Declare unspecified types and constants .
. e crypto algorithms
typedecl byte-string
consts hash-shal :: byte-string = byte-string * 1/0, socket API

2. Adapt code serialisation with code-printing s—parser-combinaters

Types for data exchange
» unit, bool, integer, char, _ option, _ list, String.literal

© machine arithmetic uint8, uintlé, ... Native Word in the AFP

© string buffers convert to string
Challenges

» need uniform interface to different target language APls DS

© evaluation, quickcheck no longer work
© cannot prove anything meaningful (termination!)
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Existential state types

TLS state stores TLS

varying ciphersuites /_/l%
datatype cipher = DES - | RC4 * | ... *

encrypt :: cipher = string = (cipher X string)
encrypt (DES s) m = apfst DES (encrypt-des s m) difficult to add
encrypt (RC4 s) m = apfst RC4 (encrypt-rc4 s m) new ciphersuites

datatype cipher = Ja. Cipher @ (@ = string =@ x string)
encrypt (Cipher s enc) m = (\(s', m"). (Cipher s’ enc,m")) (enc s m)

Avoid existential type by modelling the observations
codatatype cipher = Cipher (encrypt: string = cipher X string)

primcorec mk-rc4 :: * = cipher where
encrypt (mk-rc4 s) = map-pair mk-rc4 id o encrypt-rc4 s
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It is feasible to program TLS in Isabelle/HOL

although some parts are still missing . ..

Insights from the case study:
FFl imports code-printing offers basic functionality,
but types for data exchange are under-developed.

Unit tests instead of proofs,
but existing evaluation tools do not work with FFIl imports.

Type system is very restrictive.

» monad transformers
> abstraction and information hiding

BNF The new (co)datatype package is great!



